Black Friday Cyber Threats
Last year, Black Friday was a big day – for shoppers and hackers alike.
With Black Friday 2016 being days away, our partners at Recorded Future decided to analysize the
trends during the 2015 holiday period. Their research found that targeted threats against shoppers
and retailers increase as the volume of shoppers multiplies.
So how can you stay safe during this season?
Watch out for key attack methods used over the Black Friday holiday period. These include:
●
●
●
●
●
●

Phishing/Smishing/Spam
Malvertising
Pre-Installed Malware
POS Malware
Service Disruption Attacks
Account Takeovers

There are also recent advances in threat actor TTPs, including:
●
●

Updated POS Malware such as FastPOS
Increased service disruption potential following the Mirai botnet 1.2TB DDoS attack.

Analysis
Black Friday sales and deals extend to Cyber Monday nowadays and attacks can be seen for the
whole weekend or even the whole holiday season. Akamai reports the Black Friday to Cyber
Monday weekend is becoming as popular and important for retailers and e-commerce sites in
Europe as it is in America1.
Looking at Recorded Future’s history of reported incidents around the holiday period during
2015, it is clear there is heightened attention around Black Friday campaigns (seen in Figure 1).
Details of the common attack methods seen are described below.
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Figure 1: Recorded Future Cyber Threats around Black Friday Weekend 2015

Phishing/Smishing/Spam
●

●

According to security firm ZeroFox phishing links go up as much as 336% around
Thanksgiving5. Email, text message and social media messages all may contain scams to dupe
customers.
Themes included: payment related fraudulent emails purporting to be from PayPal3,
delivery confirmation email claiming a package is being delivered, coupons promoting
products or retailers, and fake refunds2. Phishing kits even have holiday packages to help
fraudsters lure customers4.

Malvertising
●

Malvertising attacks use online ads to distribute malware via reputable Web sites.
Invincia reports Yahoo!, eBay UK, and Huffington Post visitors were all hit with
malvertising prior to the 2015 holiday season9,17.

Pre-Installed Malware
●

Reports of pre-installed malware on tablets purchased from various retailers including Amazon
were seen ahead of the Black Friday sales8. It is not the first case of this type of threat with
Android, Lenovo and other smartphones having been infected in the past14.
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POS Malware
●

Reports on Point of Sale Malware, for stealing credit card details directly from retailers, were
released ahead of the 2015 holidays. ModPOS6 and Pro PoS7 were two variants of the malware
reported by security firms to be actively used and targeting retailers. Symantec states the most
common attack route against POS systems is through the corporate network. Once an attacker
gains access to the corporate network, for example through a vulnerable public-facing server or
spear-phishing email, the attacker could traverse the network until they gain access to an entry
point to the POS network. This entry point is often the same as a corporate administrator would
utilize to maintain the POS systems26.

Service Disruption Attacks
●

According to Akamai1, Distributed Denial of Service (DDoS) attacks are a consistent threat for
retailers during the holidays. DDoS attacks can take down a retailer's online site during the
busiest shopping days of the year and often come with an extortion threat.

Figure 2: Akamai 2015 Online Holiday Shopping Trends and Traffic Report1

●

Additionally according to independent security journalist Brian Krebs, fraudsters have
developed new ransomware – dubbed ‘Linux.Encoder.1’ – that targets websites to
essentially hold the site’s files, pages and images for ransom28.

Account Takeovers
●

Account takeover is big business for criminal actors, and they’re targeting more than bank
information. Accounts such as mobile phone contracts, PayPal and Uber can sell for much
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more than stolen credit card details on the underground market.22,23 ThreatMatrix Q4 2015
report states there was a large increase in account creation and account takeover fraud driven
by the increased availability of stolen identities in the wild, harvested from massive breaches.
The overall attacks increased by over 100% compared to the previous year. Additionally it is
mentioned there was an 80% increase in attacks over Q4 2014; and 250% increase in attacks
on retailers during the peak shopping days.21

Expectations for 2016
We do envision more of the same types of attacks as threat actors advance and enhance their TTPs.
●

Holiday-Themed Phishing/Smishing/Spam – Dynamoo’s security blog is currently reporting many
cases of Locky malware being spread. This is likely to continue over the holidays.11

●

POS Malware - FastPOS was just reported to be updated in October ahead of the holiday
season.12

●

DDOS attacks – The Mirai ‘Internet-of-Things’ (IoT) botnet attack that took many websites offline via
attacking DNS service provider Dyn on October 21st is likely to be a large threat over the holidays
especially as the source code has been released.13 Criminal botnet operators will likely use Mirai's
success as a way to extract blackmail payments from online retailers and banks with threats of
interfering with online shopping.

●

Pre Installed Malware – this year preinstalled malware have already been seen on CCTV devices and
cheap noname Android devices.15,16

●

Malvertising – Big mainstream sites like the BBC and the New York Times have already been found
to be serving malware via malvertising this year.27 More recently Spotify and Google AdWords have
been spreading malware via adds.18,19

●

Account Takeover – There have been many data breaches in the press already this year.24 Some may
have occurred years ago (like Yahoo25) but data is being openly shared now. This type of personal
data can be used by threat actors to facilitate account takeovers. Some breaches may contain full
credentials that are being sold on the underground market.

In addition to the threats above, there have been recent warnings of fake apps being pushed ahead of
this holiday season to the Apple App Store. The New York Times reports: Hundreds of fake retail and
product apps have popped up in Apple’s App Store in recent weeks — just in time to deceive holiday
shoppers.20
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