[bEeEEe MSSPCHECKLIST

If you currently use, or are investigating using a Managed Security Service Provider (MSSP), you are not alone.
Qutsourcing 24x7 security event monitoring, analysis and alerting is one of the fastest growing trends in the
enterprise security. Beview our MSSP Checklist to help determine if you are getting the most effective security
service.

ADVANCED THREAT DETECTION

Industry leading MSSPs use a combination of people and technology to accu-
rately detect and prioritize indicators of attack or compromise. Components of
advanced threat detection include 24/7 investigations by security analysts, cus-
tomized SIEM use cases, business context modeling, threat intelligence profil-
ing, and Al-based threat hunting models.

How does your MSSP provide advanced threat detection?
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DEDICATED CLIENT SUCCESS TEAM

In addition to the support of a 24/7 security team, MSSPs should assign their
clients with a Client Success Team that assist with account management and
strategic security advisory functions. This team is tasked with understanding
and supporting the business and technical needs of each client over the dura-
tion of the relationship to ensure their requirements are being met or exceeded.
Will your MSSP assign you a dedicated Customer Success team?

FLEXIBILITY AND CUSTOMIZATION

Every client is unique, yet not every MSSP has the ability to customizes their
services to the needs of each client. Flexibility spans customizing use cases,
reports, dashboards, escalation rules, incident response actions, and more — all
required to meet each clients requirements, whether they are self-made or
compliance-based. Mapping the managed security service to each organiza-
tions’ needs improves the quality of cyber defense and minimizes operational
disruption.

Is your MSSP highly flexible and able to customize their services?
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GLOBAL SOC OPERATIONS

Global MSSPs have unrivaled visibility into advanced threats and continuity of
operations that regional providers cannot offer. Due to volume and breadth of
their client base and 24/7 operations, global MSSPs see more advanced
threats on a recurring basis and are in a stronger position to respond quickly.
Does your MSSP have global operations and threat visibility?

SOC 2 TYPE 2 COMPLIANCE

An MSSP should complete an annual audit to demonstrate that it follows strict
information security policies and procedures, encompassing the security, avail-
ability, and confidentiality of customer data.

Is your MSSP SOC 2 Type 2 compliant?

You may not be getting the most out of your security provider. HOW DOES YOUR
Contact us to learn about Proficio's solutions.
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